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Google Cloud - Privacy & Security

GDPR - What we’re doing?

ChromeOS Security

Questions



GDPR at a glance



● The most significant piece of 
European data protection legislation 
to be introduced in 20 years

● Harmonizes EU data protection law
● Strengthens the rights that individuals 

have regarding personal data

● Security is at at the core of GDPR
● Data transfers mechanism enhanced 

General Data Protection 
Regulation at a glance



● New aspects:
○ Applies to providers
○ Incident notifications
○ Data Deletion or Return
○ Sub-processors
○ Fines (up to 4% of turnover)

Google is committed to GDPR compliance 
across G Suite & Google Cloud Platform

General Data Protection 
Regulation at a glance





Quick Quiz

Who owns the data stored within G Suite? 

Is advertising part of G Suite for Education?

What are core services? 

You. 

No. 

The services provided under the G Suite agreement 
and adhere to the privacy and security commitments 
in our agreement. We also offer 24/7 free support for 
these services. 





Smarter with Gartner



How to help build trust, keep control 
and stay compliant?



Chrome/Android

G Suite

Maps & APIs

GCP



7* Cloud products with 1 billion users



Web scale,
intelligent automation



Google Cloud Network

Edge points of presence >100

Network

Network sea cable investments

Edge nodes >1000

https://docs.google.com/presentation/d/1Qp-dYbBdbVvRrRZk0ckt_j3JcPdY4A6oun6nCWRbhB0/edit?ts=59a6f8fa#slide=id.g1e57002019_14_363


[Mobile] Usage

Operations

Deployment

Application

Network

Storage

OS + IPC

Boot

Hardware

 Securing the entire stack



Infrastructure security in depth
 Usage Audit Logging Safe Browsing API BeyondCorp Security Key 

Enforcement

 Operations Compliance & 
Certifications

 Live Migration Infra 
maintenance & patching

Threat analysis and 
intelligence

Open Source 
Forensics tools

Anomaly Detection
(Infrastructure)

Incident Response
(Infrastructure)

 Deployment
Google Services TLS 

encryption  with perfect 
forward secrecy

Certificate 
Authority

Free and automatic 
certificates

DDoS Mitigation
(PaaS & SaaS)

 Application
 Peer code review
& Static Analysis

(Infrastructure SLDC)  

Source code 
provenance 

(Infrastructure) 

Binary 
Verification

(Infrastructure code)

WAF 
(PaaS & SaaS Use cases)

IDS/ IPS
(PaaS & SaaS Use cases)

Web Application Scanner 
(Google Services)

 Network
Infrastructure RPC 

encryption in transit 
between data centres

DNS Global Private Network Andromeda SDN 
Controller

Jupiter Datacenter 
Network B4 SDN  Network

 Storage Encryption at rest Logging Identity and Access 
Management

Global at scale Key 
Management Service

 OS + IPC Hardened 
KVM Hypervisor

Authentication for each 
host and each job Curated Host  Images

Encryption of 
Interservice 

Communications

 Boot Trusted Boot Cryptographic 
Credentials

 Hardware Purpose-built 
Chips

Purpose-built 
Servers

Purpose-built 
Storage

Purpose-built 
Network

Purpose-built 
Data Centers



Encryption by default

● At rest and in transit
● Use our keys or bring your own



Data is ‘chunked’ for encryption and storage

Two chunks will not have the same encryption key, even if they are part of the 
same Google Cloud Storage object, owned by the same customer, or stored on 
the same machine



Making compliance easier

...



A history of data privacy in the EU 

Model 
Contract 
Clauses

GDPR
(May 2018)

EU 
Directive

Privacy 
Shield

Safe 
Harbor

1995 2000 2010 2016



● Harmonize the data protection 
landscape

● Expect Ethics - Documentation - Security

● Fines matter  but also brand damage

● Applicable to processors

● Internet friendly. 
More data transfer mechanisms



You are the 
data controller

We are a data 
processor





Scope IP Portability

Deletion Notification Audits

Security Sub-process Transfers



International Data Transfers under the GDPR 





Technical risk
Legal risk

Political risk
Cultural risk 



Learn more and next steps

Google for Education 
Trust Page

Accept the new DPA and 
MCC in your Admin 

console

New DPA just 
launched (last month) 

1 2 3 4

Google Cloud Blog

https://edu.google.com/trust
https://edu.google.com/trust
http://admin.google.com
http://admin.google.com
http://admin.google.com
https://admin.google.com/terms/apps/3/1/en/dpa_terms.html
https://admin.google.com/terms/apps/3/1/en/dpa_terms.html
https://www.blog.google/topics/google-cloud/google-cloud-our-commitment-general-data-protection-regulation-gdpr/




Install 
Password Alert 
Chrome Extension





Security, a cornerstone of Chrome OS, designed in from day one

Speed Simplicity Security Scalability



With legacy OSs, Apps have the same 
privileges and power as you

Hardware

Firmware

System 
Software

Sandboxed 
Apps

System 
Software

Apps

With Chrome OS, Apps are kept isolated and 
sandboxed, security applied at all levels



●

●

●

“Defense in Depth”

Hardware

Read-Only 
Firmware

Read-Write 
Firmware

Kernel

File System

Sandboxed 
Apps



●

●

●

●

●

Security built in at the Hardware level



Two copies - background automatic updates for Firmware and Software 

Two copies of OS
Update available OS 

downloads; Updates in 
background

User restarts computer



In Summary...



What can you do?



Where should you start?

1 Familiarize yourself with GDPR, 
and seek legal advice

2 Know the data that you collected

3 Review current controls; address 
any gaps

4 Consider leveraging data protection 
features on Google Cloud

5 Monitor regulatory guidance and/or 
seek ongoing legal advice




